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  Previous research on the effectiveness of Closed Circuit Television (CCTV) has focused on 
critically assessing police and government claims that CCTV is effective in reducing crime. 
This paper presents a ﬁ  eld study that investigates the relationship between CCTV system design 
and the performance of operator tasks. We carried out structured observations and interviews 
with 13 managers and 38 operators at 13 CCTV control rooms. A number of failures were 
identiﬁ  ed, including the poor conﬁ  guration of technology, poor quality video recordings, and a 
lack of system integration. Stakeholder communication was poor, and there were too many cam-
eras and too few operators. These failures have been previously identiﬁ  ed by researchers; how-
ever, no design improvements have been made to control rooms in the last decade. We identify a 
number of measures to improve operator performance, and contribute a set of recommendations 
for security managers and practitioners. 
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 Introduction 
  Closed Circuit Television (CCTV) technology has advanced dramatically over the last few 
decades, and these advances have led to an increasing number of CCTV deployments for a 
wide range of security goals. But what is missing so far is an understanding on how CCTV 
technology has to be designed, deployed and operated to support speciﬁ  c security goals, and 
what tasks human operators who work with CCTV have to carry out to attain the goals. 
  There have been previous studies of operators in control rooms in a range of work envi-
ronments, such as power plant control rooms (  Norros and Nuttinen, 2005      ), air trafﬁ  c control 
centres (  Bentley   et al. ,  1992 ;   Twidale   et al.  , 1994  ), ambulance control rooms (  McCarthy 
  et al  ., 1997  ;       Blandford and Furniss, 2006      ), and within a London Underground control room 
( Luff   et al  ., 2000  ). There has been only one study conducted within a security control room 
(  Gill and Spriggs, 2005  ;   Gill   et al  ., 2005  ). This study looked at the characteristics of CCTV 
systems and their impact on the effectiveness of CCTV against crime and reducing crime. 
A number of important factors that reduced the CCTV operator  ’  s job were found; however, 
the technical factors that hindered operator performance when performing tasks were not 
examined in great detail.   A Study of Factors Reducing the Effectiveness of CCTV 
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  This paper presents a ﬁ  eld study that investigates the relationship between CCTV system 
design and the performance of operator tasks. We used contextual inquiry (  Beyer and 
Holtzblatt, 1998  )   –   a process in which structured observations and interviews are used in the 
ﬁ  eld to learn how users work and interact within their workplace. This involved interview-
ing 13 CCTV control room managers and 38 CCTV operators. We then observed operators 
at work and asked probing questions during tasks. The aim of our ﬁ  eld studies were:     
    1.   To gain an understanding of the tasks and contexts for which CCTV is used within a 
control room environment. 
    2.   To evaluate the effectiveness of CCTV and other technologies used by control room op-
erators to support their security tasks. 
    3.    To identify the technical and social constraints for operator tasks and activities, 
and the possible conﬂ   icts between different CCTV stakeholders in and out of the 
control room. 
    4.    To contribute a set of recommendations for security control room owners and 
practitioners to improve the effectiveness of CCTV use in security control room 
environments.   
  We begin with a review of previous research on the effectiveness of CCTV, and studies 
within other control room environments. Following this, we present the results from 
our ﬁ  eld study which we then discuss the implications for the design of CCTV systems. We 
ﬁ  nish with a set of recommendations for improving the effectiveness of CCTV.     
 Previous  research 
  Luff   et al  . (2000)   conducted a naturalistic ﬁ  eld study in a London Underground CCTV and 
dispatch control room, to see how control room staff used different technologies to support 
their everyday work activities. They investigated how operators monitored their surrounding 
domain and colleague activities using different tools and systems. Luff   et al  . found that 
the task of monitoring CCTV was affected by poor positioning of cameras. Some 
camera views were not clear, as they were covered in train brake dust, were out of focus 
and had a   “  burnt-out  ”   appearance for unknown reasons. Technology was difﬁ  cult  to 
manage because there were many separate systems which should have been integrated. 
Luff   et al  . proposed recommendations, which included integrating information sources, 
making relevant station information accessible to operators in different locations and the use 
of a touch-screen interface to allow cameras to be displayed instantly on monitors in the 
control room. 
  McCarthy   et al  . (1997)   conducted a ﬁ  eld study in an ambulance control room. Operators 
were interviewed and observed to understand how they located camera scenes using CCTV, 
communication tools and maps when dispatching ambulances. The study involved the eval-
uation of a computer and communication system at one ambulance control room, for the 
possible deployment into another control room. McCarthy   et al .  identiﬁ   ed a number 
of communication problems when callers reported incidents over the phone. For example, 
information was poorly delivered when callers needed an ambulance because of their strong Hina Keval and M. Angela Sasse
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accents, delaying ambulance dispatches. Also, callers (unintentionally) gave poor descrip-
tions of their location when an ambulance was requested. Controllers were also poor in 
responding to calls, as they lacked experience in identifying camera scenes quickly. 
  Ambulance control rooms operate similarly to CCTV control rooms   –   since both settings 
involve a number of operators monitoring and responding to incidents on the outside with 
the support of CCTV, maps and communication tools. Although ambulance operators used 
radio and CCTV video and monitoring systems to locate scenes, McCarthy   et al .  did 
not examine the effectiveness of the technology and instead examined the communication 
factors that affected the task. 
  A national study on the effectiveness of CCTV was conducted for the U.K. Home Ofﬁ  ce 
(  Gill and Spriggs, 2005  ;   Gill   et al  ., 2005  ). In this study, observations and interviews were 
carried out at 13 public-space CCTV control rooms, which were set up under the Home 
Ofﬁ  ce Crime Reduction Programme. At these control rooms, the activities from public 
CCTV cameras were monitored by CCTV operators with the support of artefacts such as 
Pan Tilt, and Zoom (PTZ) camera controls, computer systems, telephones and radios. 
Various aspects of the control room operations were examined, such as ownership, design, 
management, working practices, communication, operator pay and training, as well as the 
processing of CCTV evidence. Although the study did not examine the impact of speciﬁ  c 
technologies on the operator  ’  s task performance, a number of technical failures affecting 
task performance were identiﬁ  ed. For instance, it was found across several control rooms 
that there was a very high camera-to-operator and camera-to-monitor ratio, which reduced 
the   “    …  probability of spotting an incident or providing usable recordings  ”   (p. 8). It was also 
found that video in control rooms which recorded analogue video was very poor quality 
because the tapes were being re-used too often. At the control rooms which recorded digital 
CCTV, the recording quality of the video was also very poor. In terms of temporal quality, 
Gill   et al  . found that many systems were recording video at half a frame per second    1    (fps). 
In two cases, the frame rate was low as   ¼   fps and at one of these control rooms the video 
quality was so poor the evidence could not be used for investigations and the police 
described the video as   “  virtually useless  ”  . Gill   et al  . found that the recording rates were 
chosen based on the equipment purchased by management and the equipment was 
purchased based on their budgets and advice provided by consultants. 
 Ten out of the 13 control rooms Gill  et al . studied used analogue technology to record CCTV 
and at these control rooms very few used other systems which were digital. Since this study, 
CCTV technology has advanced, and many systems are now mainly operating using digital and 
networking technology, and since these changes there have been no research on how CCTV 
operators perform their security tasks using digital technologies within the control room.    
  Control room ﬁ  eld study 
  The aim of the study presented in this paper was to assess the effectiveness of CCTV 
and other technologies that are currently used in CCTV security control rooms. Previous 
   1             Unlike analogue video, digital CCTV video can be recorded at different levels of temporal quality, and the para-
meter for this is termed frame rate. The maximum frame rate for video is 25 frames per second (fps), which means 
that there are 25 individual pictures per second of a scene.       A Study of Factors Reducing the Effectiveness of CCTV 
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research by   McCarthy   et al.   (1997) ,   Luff   et al  . (2000)  ,   Gill and Spriggs (2005)   and   Gill 
  et al.   (2005)    uncovered some of the performance issues within control room environments; 
however, the work has not provided a systematic examination of security tasks where dig-
ital technology is used. Also, previous research has not considered the implications of the 
problems identiﬁ  ed in relation to operator tasks. In our control room study, we sought to 
provide an understanding of security tasks performed by CCTV operators as we found 
that there is no description of this in CCTV literature   –   particularly for those who are using 
digital technology. Early ﬁ  ndings were reported (see Keval and Sasse, 2006).     
  Method and procedure 
 The  ﬁ  eld study we conducted took place between September 2005 and April 2006, and 
involved 13 individual visits to 13 CCTV control rooms, lasting approximately 4  –  5      h per 
visit. When organising the visits, best effort was made to attend the control rooms when 
a maximum numbers of operators were working on a shift, to gather as much insight 
as possible. This was however not a strict criterion, as we were also interested in 
understanding how operators performed when the control room was short-staffed. The 
visits were arranged via the U.K. CCTV user group. All of the CCTV control rooms 
visited were based in London, and one was at one of the largest and busiest London 
airports. 2  /  13 control rooms were based in towns south of London, and 3  /  13 were police 
CCTV control rooms (one of which was the airport control room). The remaining control 
rooms were managed either by a local authority or by a private company on behalf of the 
local authority. 
  The three police control rooms we visited operated similarly to a public or private man-
aged CCTV control room. However, the main differences were that the operators working 
within police control rooms were trained in policing as well as CCTV, and also had 
a higher authority and therefore better access to resources and people. Unlike CCTV 
operators, police operators did not need to share their CCTV video sources with other 
control rooms. 
  Contextual inquiry (  Beyer and Holtzblatt, 1998  ), a participatory technique used in 
systems design, was applied in this study to identify the security goals and tasks, to examine 
how CCTV and other systems were used, and to understand the interactions between CCTV 
users. This method consists of number of ﬁ  eld research techniques to develop a rich under-
standing of the work practices within the user  ’  s workplace. The same steps are carried out 
for ﬁ  eld observations and interviews; however, a natural dialogue is maintained with the 
users during the analysis, without forming bias or inﬂ  uencing their tasks and activities. We 
focused our observations on the how operators performed their tasks and how different ar-
tefacts were used when completing their tasks. We chose the two following ﬁ  eld methods to 
achieve this: (1) semi-structured interviews: with control room managers and operators dur-
ing task performance and (2) direct observations (  Johnson, 1993  ) with CCTV operators in 
the control room. 
  Prior to each visit, the manager was provided with the objectives of the ﬁ  eld visit, as well 
as the planned structure and details of the visit. This plan included: a guided tour of the 
control room and other facilities, an interview with the manager and 4  –  6      h of continuous Hina Keval and M. Angela Sasse
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observations with operators in the control room. The entire ﬁ  eldwork was completed by the 
ﬁ  rst author of this paper. For the interviews, managers were asked the following questions:     
    1.   What are your goals for CCTV at your control room? 
    2.   What type of crime is observed at your control room? 
    3.   How many operators work at the control room in one shift? 
    4.   What shifts do operators work? 
    5.   What type of technology is used in your control room to store and transmit video 
(digital or analogue, or both)? 
    6.   How many cameras do operators use to monitor the surveillance areas?     
  We systematically recorded speciﬁ  cs of the control room technology, operator tasks and 
usability problems. These notes were guided by the use of an observation checklist (see the 
  Appendix  ), which included a number of explicitly deﬁ  ned behavioural and technical ques-
tions to prompt the researcher while interviewing and recording the observations. The items 
on the checklist were decided based on our study aims.     
 Results  
 Analysis 
  Our analysis assumed that the responses provided by managers and operators were 
honest and accurate. The identities of the control rooms and staff members interviewed 
and observed were disguised to preserve anonymity. Following the visits, we gathered 
the notes and created a large afﬁ  nity diagram    2     to identify and categorise the main issues. 
The diagram was created by organising the individual observation and interview notes 
captured from the ﬁ  eldwork sessions into hierarchical order. Visually it was possible to 
identify the common issues and themes as well as the scope and severity of each usability 
issue. This analysis method was taken from the wall method proposed by   Beyer and 
Holtzblatt  (1998) .   
 Findings 
  We were able to identify the different stakeholder groups who belonged to the CCTV secu-
rity system, and collaborated with operators using radio and telephone communication (see 
  Table 1  ). It was important to identify all of the CCTV stakeholders in order to identify the 
completeness of the security goals, and their tasks which involved the interaction with other 
stakeholders working within the security system. 
  Starting with the stakeholders at the bottom of   Table 1  , we observed operators liaising 
with local authority employees to report and provide feedback on housing and public safety 
issues. This was achieved through telephone or e-mail rather than radio communication. 
   2       The  purpose  of  creating  an  afﬁ  nity diagram is to organise the brainstorm of topics identiﬁ  ed from the observations 
logically into groups, and then deﬁ  ne their labels into meaningful categories. This process helps clarify large and 
complex issues and then organise the ﬁ  ndings into a structural fashion.       A Study of Factors Reducing the Effectiveness of CCTV 
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When operators reacted to crime on-screen, they communicated with local businesses 
such as the high street shops, clubs and bars (these are known as the participant CCTV radio 
users). These users subscribed to the CCTV scheme and exchanged information about 
incidents using a two-way radio. Operators also collaborated with their local police depart-
ment to gather up-to-date information about crime occurrences in the surveillance areas. 
   Table  1          CCTV stakeholders and their roles identiﬁ  ed from the ﬁ  eld study 
  CCTV  stakeholders     CCTV  stakeholder  roles  
  Control room manager      •        That all CCTV operators and team leaders operate all equipment and cameras to 
comply with CCTV code of practice. 
    •        Monitor and patrol via view-screens and to take any remedial or immediate action 
and notiﬁ  cation appropriate to events seen. 
    •        Operate radio communication equipment and any other tools and equipment. 
  •     Liaise  operationally  with  police. 
  •     Coordinate  a  response  to  detected  incidents. 
    •        Ensure communication between other customer departments, external agencies or 
the public in a professional and courteous manner at all times. 
  •     Manage  CCTV  operators  and  team  leaders. 
  •     Compile  statistical  reports  for  management. 
     
  Control room team 
leader and operators 
    •        Operate all equipment and cameras to comply with the control room policies, and 
CCTV code of practice. 
    •        Monitor and patrol via view-screens effectively and to take any remedial or 
immediate action and notiﬁ  cation as appropriate to events seen on CCTV. 
    •        Liaise operationally with police and to coordinate a response to detected 
incidents, including the use of shared CCTV monitors. 
    •        Record all events and actions taken in a clear, legible and accurate written format 
and to record these onto any other video media when required. 
    •        Monitor and patrol via view-screens effectively and to take any remedial or 
immediate action and notiﬁ  cation as appropriate to events seen. 
    •        Manage the production of evidence by CCTV operators from the initial telephone 
call or visit by an applicant through to the completion of the statement and bagging 
of the evidence. 
     
 Police 
ofﬁ  cers/inspectors 
    •        Communicate with police control room and CCTV control room staff about inci-
dents on-street. 
    •        Provide feedback to operators with regard to incidents using communication sys-
tems (i.e. radio/telephone). 
     
  Police control room 
operators 
    •        Use police radios to contact control room operators for incident support using 
CCTV cameras. 
     
  Participant CCTV radio 
users 
    •        Use shop and pub watch radios to contact control room operators for reporting 
suspicious and actual incidents on-site. 
    •        Provide descriptions and locations of incidents and targets to facilitate operator 
search tasks. 
     
 Local  authority 
employees 
    •        Report with council on maintenance and public safety maters to control room 
operators. Hina Keval and M. Angela Sasse
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This communication was achieved through face-to-face meetings, e-mail and fax. The method 
of contact depended on the urgency of the information. 
  Local police ofﬁ  cers often visited the control rooms to leave photographs of suspects to 
assist operators when performing proactive surveillance. The communication and collabora-
tion between operators and police control room operators was very strong. CCTV operators 
were responsible for contacting the police control room so the police were able to dispatch 
the right number of police ofﬁ  cers to attend the scene. Operators initiated contact with po-
lice operators only when they very certain about an incident. Once contact was made, CCTV 
operators would share their monitor views with the police operator to track the target / vehicle 
in real-time purposes. Maintaining a good level of communication between CCTV opera-
tors and police control room staff was crucial for attending to crime incidents, and this was 
achieved very well. 
  Each of the managers  ’   goals for CCTV (question 1) is summarised in   Table 2  . Across the 
control rooms, the general goals for CCTV were very similar   –   which was to use CCTV to 
detect crime and prevent crime occurring in public places. The speciﬁ  c goals however varied 
between control rooms and these goals depended on the surveillance areas, levels and type 
of crime, and the amount of funding each control room had for security. The typical crime 
    Table  2          Characteristics of control rooms observed 
  Control 
room  
  Manager  goals  for  CCTV     Technology     C2O      a        ratio  
     1   Trafﬁ  c enforcement and surveillance    Analogue 50%  
 Digital  50% 
 160:5 
     2   Monitor  incidents  and  crime   Analogue  100%   110:4 
        3    Prevent crime and protect the public    Digital 100%    90:3 
        4    Review images on behalf of police    Analogue 30%  
 Digital  70% 
 111:6 
        5    Provide council support and surveillance    Analogue 30%  
 Digital  70% 
 200:4 
        6    Deter and detect crime assist in identiﬁ  cation, arrest and 
prosecute of offenders, reduce fear of crime 
 Analogue  100%   141:3 
        7    Catch criminals, track lost and stolen vehicles, trafﬁ  c 
enforcement, emergency resources for residents 
 Digital  100%   110:3 
        8    Deter and detect crime, support borough for emergencies 
support police operations 
 Digital  100%   87:3 
     9   Prevent  crime  and  catch  criminals   Digital  100%   80:1 
  10    Work with adult community service and community section 
to provide safety and support using CCTV 
 Digital  100%   120:1 
  11    Crime and disorder reduction, interception and arrest of 
offenders, provide elderly support using call centre and 
alarm support services. 
 Digital  100%   96:3 
  12    Public safety, supporting police ofﬁ  cers and operators in 
operations and incidents 
 Analogue  100%   108:2 
  13    Prevention and detection of crime, trafﬁ  c management, 
public re-assurance, provision of evidence for civil   &   local 
proceedings 
 Digital  100%   65:2 
   a    C2O,  camera  to  operator.     A Study of Factors Reducing the Effectiveness of CCTV 
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observed at the control rooms (question 2) included gun crime, violence, theft, cash machine 
robberies, shoplifting, grafﬁ  ti, car crime, underground ticket touting, burglary, ﬂ  y tipping,    3   
breaking trafﬁ  c rules, street robberies, drug dealing and drug abuse. The type of crime 
observed in London was wider spread than in the control rooms further away and included 
a higher number of violent and drug-related crimes. Outside London, the most prevalent 
crime included property theft, shoplifting, damage, burglary, anti-social behaviour and some 
drug dealing. 
  On average; ﬁ  ve operators worked on a shift (question 3). All of the control rooms operated 
live surveillance for 24 hours, and operator shift patterns generally consisted of: 12-h day 
shifts for 4 days with a 2-day break, and then a 12-hour shift for four nights (question 4). 
  A majority of the control rooms we visited used 100 per cent digital technology (7  /  13) to 
record CCTV video, 3  /  13 used 100 per cent analogue and 3  /  13 were in the process of 
upgrading from analogue to digital (question 5). Analogue CCTV systems work by trans-
mitting and recording video in analogue format. The video signals were therefore trans-
ferred via radio or microwave ﬁ  bre link directly to the control room for real-time viewing, 
and were recorded onto VHS tapes and archived in the control room for approximately 1 
month. Where both analogue and digital technology was used for video transmission and 
recording, operator tasks were no different except for the way the video was recorded. The 
camera-to-operator ratio ﬁ  gures in   Table 2   (last column) shows that were far too many cam-
eras and too few operators across all of the control rooms we visited (question 6).     
  CCTV operator artefacts and tasks 
    Figure 1   shows the typical layout of a CCTV operator  ’  s workstation and their workstation 
environment. The different artefacts used (both technology- and paper-based) by 
operators are depicted in   Table 3  . Managers were asked further questions about the 
tools operators used. We found that 4  /  13 control rooms used an interactive mapping and 
database system, to help operators search and locate the cameras with the use of 
a PC-based geographical map and database system. At the remaining control rooms (9  /  13), 
a paper list was used detailing the cameras connected to the system. This list was 
organised by camera name  /  number and location. In addition to the paper list, a paper map 
of the surveillance area was used to ﬁ   nd the cameras geographically with a camera 
selection interface. At 6  /  13 control rooms, an electronic map of the surveillance area 
was accessible via the operator  ’  s personal computer, and at one control room an automatic 
number plate recognition (ANPR) system was in use to automatically alert operators on 
lost and stolen vehicles which passed speciﬁ  c ANPR cameras. This tracking tool worked 
by automatically alerting operators by sound which then displays the suspect  ’  s vehicle 
(a CCTV image), with an electronic match of the vehicle registration number and the vehi-
cle alert type. 
  Following the interviews and observations, it was possible to identify the main tasks 
operators performed. These tasks were (1) proactive surveillance; (2) reactive surveillance 
   3             Fly tipping is a term used by council and control room staff where the individuals are seen illegally dumping 
rubbish in public places.     Hina Keval and M. Angela Sasse
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and (3) CCTV video review and tape administration.   Table 4   summarises these tasks with 
the estimated ratio of time spent on these tasks and the artefacts used. 
 (1)   Proactive surveillance   requires operators to   “  spot  ”   suspicious behaviour and individuals 
by scanning activity across several cameras using the monitor wall or by inspecting camera by 
camera on their inspection (spot) monitor(s). This task was in general carried out during what 
operators refer to as the   “  grave-yard shift  ”   (the early hours of the morning shift between 4  –  7 
am and all day on Sunday). Operators reported that they would scan activity on the monitors 
at random along the monitor wall, and did not use any pattern of scanning. Operators said that 
they knew where to look but could not explain how and why. One operator said, where they 
scanned was   “    …   based on intuition  ”  . Another operator commented that,   “    …  it was like sixth 
sense, and I don ’ t know where I should be looking as anything could happen at any time … er …
  I can just tell something is going over there even though no-one tells me  ”  . 
 (2)   Reactive surveillance   requires operators to react to audio or visual cues about incidents 
mainly on radio and phone and sometimes via e-mail, fax and through face-to-face com-
munication. These tasks are typically carried out during busier periods of the day. 
Following an alert, operators were observed locating scenes in two ways: (1) by entering 
the camera number into the touch screen interface  /  keyboard controller or (2) by inspecting 
activity on monitors along the monitor wall. Many operators said that   “    …   a large proportion 
  Figure 1  .         Typical  set-up  of  a  CCTV  operator ’  s workstation.      A Study of Factors Reducing the Effectiveness of CCTV 
10
of video evidence is generated as a result of the police radio contact and very little is used 
following an incident from recorded footage  ”  . 
 (3)   CCTV video review and tape administration   tasks were carried out during the quieter 
periods of the operator  ’  s shift. This task consisted of:     
    1.   Logging all incidents observed into a database, spreadsheet or into a log book. 
    2.   Preparing working copies of CCTV video footage for the police and other CCTV users 
such as the trafﬁ  c enforcement department. 
    3.   Labelling and bagging of CCTV video evidence for the police.     
  We did observe these tasks, as they were carried out in a separate room to the control 
room. When operators were asked about these administrative duties, they were described 
as dull, boring, mundane and lonely work   –   and not as interesting as working with real-time 
CCTV.    
  Table  3          Artefacts used to support security tasks, number used per operator and their functions 
  Control  room  artefacts     Number  of  items 
per operator   
  Artefact  functions  
 Monitor  wall   5 – 40    •     Proactively  monitor  camera  activity.  Search  and  select  one 
or more CCTV views onto the spot monitor for close up 
inspection. 
 CCTV  spot  monitor   1 – 5    •     View  CCTV  views  directly  on  desk  mounted  monitors 
selected from monitor wall for close-up inspection. 
  Camera controller: pan, 
tilt and zoom 
  1      •        Adjust the views of interested scenes to gain better visuals. 
 Camera  controller: 
keyboard and user interface 
  1      •        Enter camera numbers and adjust picture quality to gain 
better visuals. 
 Personal  computer 
connected to the Internet 
 1 – 3    •     Alter  imaging  properties  of  the  camera  view  to  improve 
visuals. 
    •        Access of e-mail, the intranet, and also review of CCTV. 
  Interactive mapping and 
database system 
  1 (only present at 
4 control rooms) 
    •        Access geographical maps showing locations of cameras 
and other relevant mapping data (i.e. telephone box locations). 
 Automated  surveillance 
systems 
 1 – 2  (shared)  (only 
present at one 
control room) 
  •     Automatic  number  plate  recognition  (ANPR). 
  •     Body  tracking. 
  •     Facial  recognition  systems. 
 Evidence  reviewing 
monitors 
 1 – 2    •     Replay  of  video  footage  for  veriﬁ  cation by operators/police. 
 VCR/CD/DVD  recording 
devices 
 1 – 3    •     Create  working  copies  of  CCTV  footage  for  the  police. 
  Pub and shop watch radios    1  –  3      •        Radio users to report incidents to control room. 
 Police  radios   1 – 5    •     Relay  crime  incident  information  between  operators  and 
police control room. 
 Telephones   1 – 3    •     Receive  incoming  calls  from  public  and  council 
departments on security matters. 
  Incident and handover 
logging book 
 1    •     Log  crime  and  trafﬁ  c incidents. Hina Keval and M. Angela Sasse
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  Usability issues identiﬁ  ed at control rooms 
  Using the observation checklist we noted any usability issues concerning operator shifts, 
tasks, workstation set-up, artefact usage, situation awareness and the processing of CCTV 
video footage. These usability issues were then categorised into common themes by putting 
together a large afﬁ  nity diagram. This diagram was created by transferring the ﬁ  ndings 
onto post-it notes, and placed into categories onto a large wall space.   Table 5   summarises the 
usability issues, stakeholder conﬂ  icts and the severity ratings for each of the issues identi-
ﬁ  ed. The most severe usability issues were assigned a rating of 1 and these are highlighted 
in bold in   Table 5  .     The severity ratings were decided following discussions with the control 
room managers (separately) after the study was complete. The severity related to the impact 
of the problem when detecting or preventing the crime, as well as the risk of committing an 
error in the task. 
  In this section, each usability issue identiﬁ  ed is discussed in the order given in   Table 5  . 
For each issue, we provide recommendations for improving the effectiveness of CCTV. 
  
  (1) CCTV Camera position issues:  
  (1a) Cameras located in low-crime areas:   At 6  /  13 control rooms, we noted that some 
of the cameras were very old (over 10 years) and the older the cameras were ignored. 
  Table  4          Summary of operator tasks, time spent and artefacts used 
  Task     %  Time  allocated       Artefacts used for task   
  [1] Proactive surveillance    Day shift: 60    For scanning CCTV views on a single monitor:  
  [1] PTZ camera controllers (1)  
  [2] Touch screen interface/keyboard controller to select camera 
number for view (1)  
  [3] Spot monitor   –   a desk facing video monitor (1  –  2) 
 OOH  a     shift: 30    For scanning CCTV views on several monitors:  
  [4] Monitor banks (10  –  40) 
        
  [2] Reactive surveillance    Day shift: 30    [1] Police CAD    b     Radio (1)  
  [2] Digital/Analogue shop/pub watch radio (1  –  2)  
  [3] PC (1)  
 [4]  Telephone  (1 – 3) 
  OOH shift: 65    [5] PTZ controls (1)  
  [6] Spot monitor (1  –  3)  
  [7] Monitor banks (10  –  40)  
  [8] Automated system (1)  
  [9] Paper map or GUI map (0  –  2) 
        
  [3] CCTV video review 
 and  administration 
  Day shift: 10    [1] PC with playback review software (1  – 2)   
  [2] Media for recording copies (unlimited)  
  [3] Paper work for logging data 
  OOH shift: 5    [4] Tape/CD/DVD labels 
         [5]  Evidence  bags 
   a        OOH, out of hours: Weekend and night shifts.     
   b        CAD, computer-aided dispatch is a radio system used by U.K. police operators and CCTV control room staff.       A Study of Factors Reducing the Effectiveness of CCTV 
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Operators stated that many of the old cameras showed areas where no activity took place, 
that is, shops that were no longer in business, and housing which had been knocked down. 
One operator commented that,   “    …   9  /  10 times, nothing happens on these cameras  …  this is 
quite annoying as I could think of plenty of places to re-locate them  ”  . 
  (1b) Blind spots:   Operators showed the researcher the cameras that revealed blind spots. 
These are areas of the scene which are invisible due to incorrect camera positioning or as a 
result of obstructions to the camera.  
 (1c)   Trees and bunting  : In the leaﬁ  er boroughs, a number of CCTV cameras were out of use 
because overgrown trees and foliage had occluded camera views. Operators also said that 
festive and carnival bunting put up by the council often blocked camera views. Camera 
functions were also affected by the constant movement of bunting causing camera lenses to 
auto-focus. One manager commented on this issue saying that,   “    …  it was down to one 
government department not talking to another, and this was because the planning 
section within the council would not allow trees to be cut down because of their restrictive 
environmental policy  ”  . 
     Table  5          A summary of usability issues, stakeholders affected by the conﬂ  ict and the severity of issue 
  Usability  issues     Stakeholders  affected  by  conﬂ   ict     Severity   a   
  (1) CCTV camera position issues  
          (1a) Cameras located in low crime areas    Operator and radio users    2 
          (1b) Blind spots    Operator and radio users    1 
          (1c) Trees and bunting    Operator and radio users    1 
          (1d) Camera signals affected by poor weather    Operator and radio users    1 
          (1e) Faulty equipment    Operator and radio users    3 
          (1f) Pointing cameras in bad positions    Operator and police operators    2 
        
  (2) Ineffective workstation set-up  
       (2a)  Lack  of  space   Operator  only   2 
          (2b) High camera-to-operator ratio    Operator and police operators    3 
        
  (3) Difﬁ  culty in searching and locating scenes  
          (3a) Lack of familiarity with surveillance areas    Operators and police operators    2 
          (3b) Lack of integration of information sources    Operators and radio users All users    1 
          (3c) Ordering of cameras in database/paper list        3 
        
  (4) Poor quality video recordings  
          (4a) CCTV video recorded at very low temporal and 
   spatial  resolution 
 Police  staff   1 
        
  (5) Communication difﬁ  culties  
       (5a)  Noise  levels   Between  operators   1 
       (5b)  Too  many  audio  sources   Between  operators   2 
          (5c) Poor communication between radio users    Operators and radio users    3 
          (5d) Radio tools faulty    Operators and radio users    2 
   a        Severity scale: 1   –   Very serious; 2   –   Serious; 3   –   Moderate; 4   –   Minor and 5   –   Extremely Minor.     Hina Keval and M. Angela Sasse
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  At control room 10, the council maintenance department would not cut down or 
prune trees and plants in the town centre. The manager at this control room explained that 
he was left with no choice but to install another CCTV camera in the same location, but in 
front of the tree which obstructed the old camera, to get around the problem. Operators 
said it was important that they did not lose sight of any camera especially in the crime 
hot spot areas.  
 (1d)   Camera signals affected by poor weather  : At 6  /  13 control rooms, operators were dis-
tressed and frustrated when camera signals (analogue) were lost or disrupted temporarily as 
a result of bad weather conditions. This was observed on three visits at two control rooms 
when there was heavy rain and wind. During signal loss, operators complained that 
maintenance and repairs took too long which was very annoying for operators when 
working with these cameras. Some operators found this disruption a good opportunity to 
take a break.  
 (1e)   Faulty equipment:   Some operators were unable to access CCTV cameras because of 
constant equipment failure. At 3  /  13 control rooms, two camera controllers were broken 
which caused serious problems when operators carried out proactive surveillance when 
following a target or vehicle of interest on their spot monitor. One operator   “  felt quite em-
barrassed  ”   when sharing real-time video with police control room operators during an 
incident because they were unable to move the CCTV camera left to right when asked to 
because the controls were broken. 
  (1f) Pointing cameras in bad positions  : Operators on previous shifts would leave the cam-
eras in   “  useless  ”   positions, that is, facing the road or sky, or out of focus which 
meant that their colleagues lost valuable time in re-positioning cameras. Operators 
were asked why their colleagues did not re-position the cameras properly, and most said 
it was down to laziness, carelessness and because they played with camera controls 
when bored. 
  
  (2) Ineffective set-up of operator  ’  s workstation:  
 (2a)   Lack of space:   Operators showed signs of physical discomfort and visual strain due to 
the poor set-up of artefacts. At 6  /  13 control rooms, operators reported that they were un-
happy with the physical set-up of their work environment. Workstations were altered fre-
quently due to the system upgrades taking place in the control rooms. Where upgrade work 
was in progress, old equipment and tools such as video cassette recorders, printers and 
video monitors were left lying under operator desks and on shelves, which cluttered the 
operator  ’  s work environment. One operator said,   “  I would like the old stuff taken out and 
less clutter under the desks  …  I can hardly move my feet  ”  . 
  At the local authority control rooms, managers said that a lot of paperwork needing ﬁ  ll-
ing out in order to remove old equipment and nobody could spare the time to complete the 
paperwork so it never got done. At control room 12, the manager said,   “    …  I don  ’  t think the 
workstations meet health and safety standards, there  ’  s too much twisting and turning, and 
operators obviously don  ’  t have enough space  ”  .   A Study of Factors Reducing the Effectiveness of CCTV 
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 (2b)   High camera- to-operator ratio  : As shown in   Table 2  , the number of cameras linked to 
the control rooms was very high for the number of operators on shift. Many operators com-
plained that more and more cameras were being added to the system, and felt overwhelmed 
by the number of cameras they had access to. Operators found that learning the entire list of 
cameras took a new member of staff several months and it was difﬁ  cult to locate and keep 
track of every camera. Managers saw this as a temporary problem related to staff shortages. 
    (3) Difﬁ  culty in searching and locating scenes:  
 (3a)   Lack of familiarity with surveillance areas  : Most operators did not reside in the surveil-
lance areas and found it hard to familiarise themselves with the area when they 
started their job. At 3  /  13 control rooms, operators new to the control room were given hand-
drawn geographical maps of the surveillance area. The maps were drawn with the camera 
icons and numbers at their relevant locations. These maps were drawn by experienced 
operators who felt that they should help newcomers to get them up to speed with the tasks. 
Experienced operators rarely used maps as they knew the locations of a majority of the 
CCTV cameras in the system. 
 (3b)   Lack of integration of information sources:   At 9  /  13 control rooms, operators located 
camera scenes using the camera controls, a spot monitor and the paper lists of cameras con-
nected to the system. Once the street and camera ID was located on the list, the operator 
would then enter the camera ID into their systems to retrieve the video scene on their spot 
monitor for close-up inspection. If necessary this view is then shared with police operators 
for immediate support. This task involved the use of separate tools which was inefﬁ  cient. At 
4  /  13 control rooms, an all in one interactive mapping and database system was used. The 
observations showed that operators responded faster and showed greater conﬁ  dence when 
carrying out their tasks using this system. 
 (3c)   Ordering of cameras in database  /  paper list:   Operators complained about the illogical 
numbering and ordering of cameras within the camera lists (paper and electronic). One op-
erator said that   “    …   new cameras were good [in terms of image quality] but hard to ﬁ  nd; 
[they were] not placed in any proper order and would be annoying at times  ”  . Operators had 
a personal camera favourite based on how good the image quality was and how well they 
were positioned   –   which made their surveillance tasks easier. 
  
  (4) Poor quality video recordings:  
  (4a) CCTV video recorded at very low temporal and spatial resolution:   Operators felt that 
the quality of recorded video produced at the control room was very low. This issue was 
observed at control room 9. The police at the time of the observation was investigating a 
theft incident. The operator showed the researcher a recording which showed a potential 
suspect near to the store where the incident took place. The CCTV video was recorded by 
the control room digitally at 1     fps. The camera was not well positioned, and the recorded 
quality was too poor to discern the actions of the potential suspect. The footage of the inci-
dent was taken at night, which made it even harder to identify the actions of the thief. These 
conditions made it impossible for the local police to use the CCTV video for theft investiga-
tions, never mind criminal prosecutions. Hina Keval and M. Angela Sasse
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  Control room staff believed that very few incidents are resolved through the use of re-
corded CCTV video footage. All of the control rooms we studied recorded CCTV video 
below 5     fps. 10  /  13 used a real-time recording facility, enabling operators to record an inci-
dent in full frame rate (25     fps) when needed to. Based on the comments from police staff 
visiting these control rooms they were very pleased with the CCTV which recorded inci-
dents at full frame rate, however   “  when this real-time recording facility was not used, and 
video was recorded before [at least an hour before] an incident took place   –   the CCTV 
video is more or less useless  ”  . 
    (5) Communication difﬁ  culties:  
 (5a)   Noise levels  : During busy periods, the volume of radio and phone calls created a very 
noisy working atmosphere. At 5  /  13 control rooms, operators were seen struggling to hear 
information over the radio because of a high background noise which came from other op-
erators talking mainly when on radio and telephone calls. This was identiﬁ  ed as a serious 
issue for operators, as it signiﬁ  cantly reduced their concentration and patience levels when 
talking to other CCTV users. 
 (5b)   Too many audio sources  : Operators interacted with a wide range of external depart-
ments over the radio and phone throughout their shifts. This meant that operators were 
required to use several radios and telephones for communication. Unfortunately, these 
devices were badly positioned in many of the control rooms. The operator shown in 
  Figure 2   said,   “    …  our desks are free from wiring and we have plenty of space for 
other equipment like monitors  …  but it  ’  s obviously not the right idea cos you know   …  we 
can  ’  t even tell which phone or radio is going off because they  ’  re all laid out in one place  ”  . 
  Figure 2    .                Badly positioned communication tools: radio and phones placed between two CCTV operators.      A Study of Factors Reducing the Effectiveness of CCTV 
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Operators at control rooms 2, 5, 7 and 12 also found it difﬁ  cult to decide which call to re-
spond to ﬁ  rst as there was no way of identifying the nature of the call until it was answered. 
Operators felt that their managers were subscribing too many businesses to the CCTV 
scheme, and this increased their workload and task complexity. 
 (5c)   Poor communication between radio users  : CCTV operators and police staff use the 
NATO phonetic language to describe and clarify names and spellings (  “  A  ”   for alpha,   “  B  ”   for 
beta, etc.), as well as the police identity codes (e.g. IC1 describes a White Caucasian). These 
codes worked very well   –   even in the noisiest control rooms. However, not all radio users 
were familiar with these codes, which made communication with shop radio users very 
ineffective. An operator at control room 10 reported that,   “    …  some shop managers gave 
beautiful descriptions, but others were very vague, and they don  ’  t tell us where the target is, 
which is the bit of information we need!  ”   
  Shop radio users in central London were often difﬁ  cult to understand because English 
was usually not their ﬁ  rst language. On a number of occasions, operators were observed 
asking shop staff to slow down and repeat their messages. Also operators found that   “    …  shop 
staff don  ’  t stay in their jobs particularly long enough to build up a good relationship and 
rapport with us, so its hard to know who they are  ”  . Shop radio users also panicked following 
an incident and when reporting incidents they spoke too quickly, or gave too much (or too 
little) information. An operator said that   “    …   shop radio users are incompetent as they shout 
over the radio and blabber  …  all we need to know is who they are, the location of the incident 
and clear information about the incident  ”  . Operators reported that they often misunderstood 
the nature of the incidents which led them to believe it was more serious than it was. 
 (5d)   Radio tools faulty  : At 6  /  13 control rooms, communication between operators 
and other CCTV users was inefﬁ  cient because faulty radio equipment was in use. Analogue 
radio was affected by poor weather conditions, and some digital radio systems (called 
Airwave  4    ) did not work properly because of a poor conﬁ  guration. Encrypted radio systems 
at one control room interfered with the phone lines.       
 Discussion 
 Our  ﬁ  eld study is the ﬁ  rst to assess the effectiveness of CCTV and associated technologies 
used in CCTV control rooms today. Our research also looked at the human factor issues that 
affected operator task performance. Our study has found that the design management of 
CCTV systems need to be carefully considered, and anything that can improve both the ef-
fectiveness of CCTV and the operator  ’  s job is valuable. A number of usability issues identi-
ﬁ  ed from our ﬁ  eld study conﬁ  rm ﬁ  ndings from previous research:     
    1.   In a previous CCTV control room study (  Gill and Spriggs, 2005  ;   Gill   et al. ,  2005 ),  most 
control rooms were recording CCTV video at very low frame rates. 
   4             Airwave radio is a digital radio communications service that has been designed to meet the needs of the police 
and other public safety organisations.     Hina Keval and M. Angela Sasse
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  2.    Luff   et al  . (2000)   also found that CCTV cameras used at the London Underground 
stations produced low quality CCTV video and images because of poor conﬁ  gurations, 
bad positioning and a lack of maintenance. 
  3.    McCarthy   et al  . (1997)   also reported that operators found it difﬁ  cult to comprehend 
callers when speaking over the radio to report incidents because callers had strong 
accents. Poor descriptions also made it difﬁ  cult for operators to react.     
  In our study, we also identiﬁ  ed that person-to-person communication was ineffective as stand-
ard radio protocol was not used. The current study observed the same problems as   McCarthy 
  et al  . (1997)   and   –   to our surprise   –   we have seen no improvement in this area of work per-
formance in over 10 years. In addition to poor radio communication, we found many other 
factors that affected communication such as noise, faulty radio tools and the allocation of too 
many audio channels per operator making it difﬁ  cult for operators to prioritise calls. Radio 
and telephone communication is frequent and will always be used in control rooms; however, 
communication is often overlooked by those who design these systems and control room 
environments. In the next section, we provide recommendations in review of the major 
usability issues identiﬁ  ed from the ﬁ  eld study (see   Table 5  ).    
 Recommendations 
 Our  ﬁ  ndings show a whole wealth of issues that can affect the CCTV operator  ’  s perform-
ance when working in a security control room environment. We argue that   –   to make secu-
rity tasks and operations much more effective   –   there is a need to improve (1) the design of 
the technology; (2) the operator  ’  s workspace and workﬂ  ow processes and (3) the surveil-
lance areas outside the control room. In this section, we provide a number of recommenda-
tions to improve CCTV effectiveness under each of these improvement areas. These recom-
mendations were formed based on HCI knowledge, discussions with security management 
and from previous CCTV research and standards.
     (1) Design of technology:  
  (1.1) Automatic fault detection and reporting should be added as a functionality to identify 
failing cameras. Together with processes and budgets for repair and maintenance (see 2.2), 
this will ensure that faulty equipment is identiﬁ  ed and ﬁ  xed in good time. 
  (1.2) Noise within a security environment should be kept to a minimum to avoid task interrup-
tion and interference. Radio channels should be distributed among operators, equally and a 
deta  chable headset should be used if several radio channels and telephones are in use. 
  (1.3) Operator  ’  s cognitive workload can be reduced if camera lists and maps are integrated 
into one interactive mapping and database system. Such a tool will increase the operator  ’  s 
effectiveness when responding to events, as they will spend less time and effort searching 
for cameras  /  locations and spend more time responding and attending to incidents. 
  (1.4) To ensure that recorded CCTV video can be used for criminal investigations   –   VHS 
tapes should not be re-used more than ﬁ  ve times. For digital systems, video should be   A Study of Factors Reducing the Effectiveness of CCTV 
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recorded to no less than 8      fps (  Keval   et al  ., 2007  ) and compressed to no less than 
52   Kbps  5     when the system is set up to identify faces unknown to the operator 
(  Keval and Sasse, 2008  ). The real-time CCTV image on the monitor should be 
focused so that the size of people within the scene is correct for the observation task(s). 
This can be achieved by following the Rotakin screen height recommendations 
provided by the Home Ofﬁ   ce (  Cohen   et al  ., 2006      ). The video resolution of CCTV 
video should be adequate so that target faces do not fall below the minimum pixel 
count of 16  ×  16 pixels otherwise identiﬁ  cation will be difﬁ   cult   (Bachmann,  1991   ).  As 
a general rule of thumb, CCTV cameras in high-risk environments should record and 
distribute video at very little compression, high resolution and at a frame rate of 12      fps 
or above. 
  
  (2) Operator workspace and workﬂ  ow processes:  
  (2.1) For the design of a new control room, managers should refer to control room 
standards for guidance in design (  ISO 11064: Ergonomics Design of Control Centres, 
2001 ). 
  (2.2) Any tools and equipment used for tasks should be tested and maintained every 4  –  6 
months. A process should be in place to ﬂ  ag the presence of redundant equipment and to 
initiate removal. 
  (2.3) Tools should also be positioned safely around the operator  ’  s workstation and be free 
from obstruction. 
  (2.4) To avoid confusion and delays during incident reporting over the radio or telephone, 
a standard radio protocol should be used, which sets out a rules for communicating 
information. The protocol should include the use of the NATO phonetic alphabet and 
police identity codes. Shop staff must be given training and materials when using radios for 
security support. 
    (3) Surveillance area:  
  (3.1) Leaving unused CCTV cameras within the control system will result in the camera 
lists becoming unnecessarily long and difﬁ  cult for the operator to manage during reactive 
surveillance. Cameras in inappropriate positions or with restricted views cameras affect the 
performance of both reactive and proactive surveillance tasks. Under these circumstances, it 
is likely that the operator will miss targets  /  events and may commit errors in identiﬁ  cation. 
To avoid task errors, all the CCTV cameras accessible in the control room should undergo a 
review every 4  –  6 months. 
  (3.2) More consideration needs to be given when maintaining the external surveillance 
environment. Procedures and lines of communication are important when dealing with 
these issues. The person responsible for maintaining the camera environment must be 
   5             At this video bit rate, this recommendation applies for digital CCTV systems that use MPEG-4 video CODECs 
and record at the Common Image Format (CIF) video resolution (352   ×   288).     Hina Keval and M. Angela Sasse
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established and a budget for maintenance and repairs must be included in the overall CCTV 
system budget. 
  (3.3) Illogical camera numbering can reduce the operator  ’  s efﬁ  ciency in searching for tar-
gets and locating scenes. All CCTV cameras (including new cameras) should be placed in a 
geographical order so that operators can logically locate cameras and track targets and vehi-
cles from one camera to another without confusion. 
  (3.4) As part of operator training, an assessment on camera knowledge, surveillance envi-
ronment, security procedures and the use of the control room tools and systems should be 
routinely carried out every 4  –  6 months.     
 Conclusions 
  The environment of a CCTV system undergoes many changes throughout its lifecycle, due 
to social, technical and environmental developments. We found that the CCTV operator  ’  s 
job is often overlooked by those who own, design and deploy the control room systems. The 
factors which reduced the effectiveness of CCTV not only affected the operator  ’  s perform-
ance when carrying out their security tasks, but also other CCTV stakeholders when com-
municating and responding to incidents. 
  The technology deployed within a CCTV control room   –   if conﬁ  gured properly   –   has 
tremendous capabilities to support the CCTV operator  ’  s tasks. If the technology, however, 
is poorly designed, the operator will have great difﬁ  culty in working out how to use the 
system which is a waste of investment. Any equipment that is deployed into a CCTV secu-
rity control room should fulﬁ  l a purpose and be an essential part of the system   –   using tech-
nology for the sake of it, never works. 
  In review of the study ﬁ  ndings, we ﬁ  nd that it is most striking that none of these problems 
present a technical challenge, and most do not require much in the way of additional fund-
ing. The recommendations for achieving better performance are mundane. But the fact that 
mundaneness also illustrates the still-widespread inability to understand the technology as a 
tool to support human activity, and that good performance requires (1) appropriate function-
ality, (2) design of effective tasks and procedures, and (3) appropriate design of the work 
environment. We have also seen that (4) it requires that equipment is adequately maintained 
and (5) adapted to changing tasks and changing environments. Finally, (6) the requirements 
of stakeholders outside the control need to be considered, and in some cases they need to be 
trained. There is currently a widespread failure to identify the responsibilities for points 2  –  6, 
and to put the required lines of communication and funding in place. Our recommendations 
are aimed at security practitioners and designers to improve the effectiveness of CCTV for 
control  rooms.          
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 Appendix  
 See   Table A1 .            
  Table A1          Observation checklist used for the observations at the CCTV control rooms 
  Operator tasks in context  
        1.1 What hours do operators work? 
        1.2 What tasks do operators perform? 
        1.3 How frequently are these tasks carried (day/night/weekend) 
        1.4 Is the operator’s workstation suitable for their tasks? 
  
  Artefacts  
        2.1 Is the operator able to communicate effectively with other staff? 
        2.2 What systems are used to perform the tasks? 
        2.3 Are the video signal from street cameras reliable for display? 
        2.4 Is the operator able to communicate effectively using their tools? 
  
  Situation awareness   –   system issues  
        3.1 Is the number of cameras manageable for their tasks? 
        3.2 What tools supports the operator’s situation awareness? 
        3.3 Were the information displays well located for the operator to react? 
        3.4 Were there too many displays per operator to search or view? 
        3.5 Were operators able to view the entire camera scene? 
        3.6 Were the camera controls easy to use and usable? 
        3.7 Could the operator access equipment and information when needed? 
  
  Processing of CCTV video footage  
        4.1 Could the operator retrieve and make copies of CCTV video 
        4.2 Was the CCTV video usable for investigating crime? 
        4.3 Was the operator able to change tapes using the video recorder? (applicable where analogue CCTV 
      systems are in use) 